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The article examines the regulation of digital platforms in the European Union as a tool to protect
democracy amid digital transformation and geopolitical uncertainty. It explores the impact of plat-
forms on public opinion, political mobilization, and elections, as well as risks of disinformation, mani-
pulation, and concentrated information power. These challenges are intensified by Russia’s aggression
against Ukraine and unpredictability in U.S. foreign policy, highlighting the EU’s need for digital so-
vereignty.

The study reviews the E-Commerce Directive, the Code of Practice on Disinformation, and the
Digital Services and Markets Acts, their complementary roles, and compares EU and U.S. approaches
to platform liability and balancing freedom of expression with public interest. It is concluded that the
systemic regulation of digital platforms in the EU serves as a key tool for strengthening democratic
resilience, protecting user rights, and ensuring the security of the digital space amid contemporary in-
formational and security challenges.
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IBanna Many-tl)enopKOBal

€Bponeiicbka Moge/Ib peryJiloBaHHs nudpoBux miargopm
SIK IHCTPYMeHT 3a0e3ne4eHHsl IeMOKPATHYHOI CTIHKOCTI

VY crarti JOCHIKYEThCSl perymoBaHHS IudpoBux miathopm y €C K MexaHi3M 3aXHCTY
JIEMOKpaTii B yMOBax IU(poBOi TpaHCopMallii Ta reornomTudHoi HecTabipHOCTI. [IpoananizoBaHo
BIUIMB OHJIaWH-TIaTGopM Ha GopMyBaHHS TpoMaJIChKOi JYMKH, MOJITHYHY MOOLII3aIio Ta BUOOpUi
MIPOIIECH, a TAKOX PU3UKH MOIIUPEHHS Je3iHpopMallii, MaHIMyIATUBHOTO KOHTEHTY W KOHIIEHTpaIlii
iHpopmaniiiHoi Brnaau. OcoONMBY yBary NPUAUICHO 3arOCTPEHHIO IMX BHUKJIHMKIB y KOHTEKCTI
noBHOMacITabHoi arpecii Pocii npotu Ykpainu Ta 3pocTaHHS HEBU3HAYEHOCTI y 30BHIIIHINA NOMITHI
CIIA, mo aktyanizyBaso notpedy €C y 3MilHeHHI HH(POBOro CyBEpEHITETY Ta aBTOHOMHOI MOAEi
BpsITyBaHHSI.

Poskputo eBomromito HopMaTHBHOI 6aszu €C y cdepi nubpoOBOi MONITHKH, 30KpeMa 3HAYCHHS
JvpexTHBH MPO eNeKTPOHHY Komeplliro, Kojekcy mpakTuku 1moo ae3iHgopmariii, a TakoxX 3aKOHO-
JIABCTBAa B paMKax 3aKOHY IO HUQPOBI MOCIyrH Ta 3akoHy mpo mudposi puHKH. [TokasaHo IXHIO
B3a€MO/IONIOBHIOBAHICTE: 3aKOH NP0 LU(POBI MOCIYTH CIPSIMOBAaHUN Ha 3a0€3MEeYEeHHS MPO30POCTI,
MiI3BITHOCTI Ta MiHIMI3allii CHCTEMHHX PU3HKIB B iHQOpMAaIIifHOMY CepeIOBHIII, TOJIi K 3aKOHY PO
IUQPOBI pUHKH MOKJIMKAHUI OOMEXHUTH HaMIpHY PUHKOBY BJaJly BEIHKHX TuaTdopm i 3abe3rneuntu
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CHpaBeNMBY KOHKYypeHIi0. OKpeMo NpoaHali30BaHO IHCTUTYLIMHUI MeXaHi3M peaii3alii LuX aKTiB,
BKJTFOYHO 3 poJuTio €Bpomneiichkoi KoMicii Ta HaIrlioHATEHAX KOOPAMHATOPIB IMTU(DPOBUX ITOCITYT.

VY crarTi TakoX 3MIHCHEHO MOPIBHUIIBHUIN aHaAII3 €BPOMEHCHKOT Ta aMEPUKAHCHKOI MOJIEIeH pery-
moBaHHS 1H(poBHX TUATGOpPM, MO JO3BOIMIO BHUSBUTH BIAMIHHOCTI y TMiAXOAax [0
BiZIMOBIAaIBHOCTI M1aTGHOpM 1 OanaHcy MixK cBOOOI0I0 BUPaKEHHS TOTIISIIIB TA 3aXMCTOM ITyOMiYHIX
inTepeciB. OOIPyHTOBaHO, IO €BpOMEHChKAa MOJENb MAa€ IPEBEHTHBHUH Xapaktep i (opmye
r00anbHi CTAaHAAPTH Yepe3 TaK 3BaHUH «OpIOCCENbChKUi eheKT». 3p00IeHO BUCHOBOK, ITI0 CHCTEMHE
perymoBaraa mudposux wiarhopm y €C € BaXIMBAM 1HCTPYMEHTOM 3MII[HEHHS JIEMOKPAaTHIHOT
CTIMKOCTI, 3aXHCTy TpaB KOPHUCTyBadiB 1 3a0e3meueHHs Oe3neky mu(pPOBOTO MPOCTOPY B yMOBaX
CydYacHUX iH(pOpMaIliiTHUX Ta OE3NEKOBUX BUKJIMKIB.

Knwuosi cnoea: nudposa nomituka, nudpoBuil cyBepeHiteT, unu¢poBi maardgopmu, nuppoBa
Tpanchopmaris, nezindopmartis, iHpopmariiina 6e3neka, €pponeiicrkuii Coro3s.

Formulation of the Scientific Problem and Its Significance. In the context of the rapid develop-
ment of information technologies and digital transformation, online platforms are becoming a key
channel of communication, information exchange, and political participation for citizens. Social net-
works, search engines, messaging services, and other digital platforms not only change the way people
communicate and access information, but also actively influence the formation of public opinion, po-
litical mobilization, and electoral campaigns. In a digitally transforming society, both reliable informa-
tion and disinformation, manipulative content, or propaganda are often disseminated through the on-
line environment, potentially undermining the principles of transparency, equality, and fairness in
democratic processes.

These challenges have become particularly acute in the context of the full-scale aggression of the
Russian Federation against Ukraine, when the information space has become an element of hybrid
warfare and a tool of external influence on democratic societies. At the same time, uncertainty is
growing regarding the strategic priorities of U.S. foreign policy, as the United States has traditionally
acted as a guarantor of security in the European space. Fluctuations in American policy concerning
support for Ukraine, regulation of technology giants, and the protection of democratic standards rein-
force the need for the European Union to act more autonomously and to develop its own model of dig-
ital governance. Under such conditions, the regulation of digital platforms becomes not only a matter
of market oversight or consumer rights, but also a component of a broader strategy to safeguard demo-
cratic resilience and digital sovereignty.

The issue of the legal regulation of large digital platforms, which exert substantial influence over
the information space and can significantly shape the public discourse agenda, is particularly relevant.
Insufficient oversight of recommendation algorithms and platform advertising policies may lead to the
concentration of informational power, increased political polarization, and heightened risks of manipu-
lation by both state and non-state actors. Therefore, the initiatives of the European Union aimed at es-
tablishing clear rules for the functioning of digital platforms are of strategic importance.

Research into the mechanisms of European regulation of the digital space is scientifically signifi-
cant, as it makes it possible to assess the effectiveness of legal instruments in ensuring democratic
procedures under conditions of geopolitical instability and information threats. The relevance of this
issue stems from the fact that proper governance of digital platforms directly affects the resilience of
democratic institutions, the level of public trust in political processes, and the quality of public dis-
course in a new security reality.

Analysis of Recent Research. The structure of academic research on the regulation of digital plat-
forms in the EU as a mechanism for safeguarding democracy combines both theoretical and norma-
tive-applied dimensions. The theoretical foundation consists of works analyzing the impact of digital
communication on democratic institutions, particularly the problems of disinformation and the frag-
mentation of the public sphere (Bennett and Livingston, 2018; Sunstein, 2017), as well as the concept
of the EU’s global regulatory influence, known as the “Brussels Effect” (Bradford, 2020).

The normative dimension is shaped by key EU legal acts, including Directive 2000/31/EC (Euro-
pean Union, 2000), Regulation (EU) 2022/1925 (Digital Markets Act) (European Union, 2022a) and
Regulation (EU) 2022/2065 (Digital Services Act) (European Union, 2022b), as well as the Charter of
Fundamental Rights of the European Union (European Union, 2012), which defines the balance be-
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tween freedom of expression and the protection of the demaocratic order. Studies on mechanisms for
countering disinformation and on the practical implementation of the new rules, including sanctions
against large platforms (European Commission, 2018, 2022, 2025a and 2025b), are also important.
Taken together, these sources make it possible to consider the regulation of digital platforms as a
comprehensive instrument for ensuring transparency, accountability, and democratic resilience in the
digital age.

Formulation of the Aim and Objectives of the Article. The aim of the article is to examine the
regulation of digital platforms in the EU as a mechanism for the protection of democracy. To achieve
this aim, the following objectives are defined: to analyze the key EU legal acts concerning digital plat-
forms; to investigate the mechanisms of control and coordination at the national and European levels;
to identify the risks of concentration of informational power and the spread of disinformation; and to
summarize the effectiveness of the European model of digital regulation for the protection of democ-
racy.

Methodology. The methodological basis of the study is a combination of general scientific and
specialized approaches aimed at analyzing the European model of digital platform regulation as a tool
for ensuring democratic resilience. The research employs a systemic approach, which allows digital
regulation in the EU to be viewed as an integrated multi-level system of legal, institutional, and politi-
cal mechanisms. An institutional approach is also used to examine the role of the European Commis-
sion, national Digital Services Coordinators, and other regulatory bodies in ensuring the implementa-
tion of digital legislation.

A comparative legal method is applied to contrast the European and American models of digital
platform regulation, particularly regarding intermediary liability and the protection of freedom of ex-
pression. Normative legal analysis is used to examine the provisions of key EU acts, such as the Digi-
tal Services Act, the Digital Markets Act, the GDPR, and the Code of Practice on Disinformation.
Content analysis is applied to study scholarly approaches to disinformation, information manipulation,
and algorithmic influence on public opinion.

The historical-genetic method makes it possible to trace the evolution of EU digital regulation from
the E-Commerce Directive to the current DSA/DMA framework. A system-functional approach is
used to identify the interaction between different elements of digital governance and their role in en-
suring democratic resilience. The empirical basis of the study includes official European Union docu-
ments, European Commission decisions, and analytical reports on the functioning of digital platforms.

The application of these methods ensures the comprehensiveness of the analysis and supports the
conclusion that the European model of digital regulation is an effective mechanism for strengthening
democratic resilience, protecting users’ rights, and ensuring a secure information environment.

Presentation of the Main Material. Europe today faces complex challenges of the digital age, in
which online platforms increasingly shape the topics of public debate, the nature of political commu-
nication, and the conditions of access to information. At the same time, the growing influence of glob-
al technology corporations gives rise to a number of significant risks, including the spread of disin-
formation, manipulative influence on public opinion, and the concentration of communicative power
in the hands of a limited circle of private actors. Under these conditions, the regulation of digital plat-
forms in the EU has in recent years become one of the priority areas of legal policy, directly linked to
ensuring the resilience of democratic institutions and the protection of fundamental human rights.

The rapid digitalization of society has led to a situation in which large online platforms have be-
come not only technical intermediaries in the exchange of information, but also influential actors in
the public sphere, capable of shaping the agenda, determining the visibility of political content, and
indirectly influencing electoral processes. Automated content curation systems, political advertising
tools, coordinated information campaigns, and bot networks create qualitatively new risks for fair,
transparent, and pluralistic public debate in a democratic society. Digital platforms, including Face-
book, Twitter (now X), YouTube, and Google, have become key intermediaries in the dissemination
of information, news, and political messages. Their role is no longer limited to the purely technical
function of transmitting content, as algorithmic recommendation systems, advertising models, and mi-
crotargeting mechanisms are capable of significantly influencing the structure of the information
space. As a result, the principles of content selection and promotion, as well as the commercial logic
of audience engagement, increasingly shape public opinion and affect citizens’ political behavior.

ISSN 2519-4518 Icmopuko-nonimuuni npoonemu cywacrnozo ceimy 2026.53



160 IHonimuuni incmumymu ma npouecu

The threat to democracy in Europe has gradually intensified under the influence of digital technol-
ogy development and changes in political communication practices. Social networks and online plat-
forms have greatly expanded the possibilities for information dissemination, but at the same time they
have opened the way for manipulation. The Cambridge Analytica scandal demonstrated that users’
personal data can be used to influence their political views through targeted advertising (Isaak and
Hanna, 2018, p. 57). This revealed a serious vulnerability of democratic electoral processes in the digi-
tal age. In this context, researchers W. Bennett and S. Livingston draw attention to the formation of
the so-called “disinformation order.” They explain that digital media have become not merely a chan-
nel for news, but a systemic tool for manipulating public opinion. The constant repetition of manipula-
tive messages, the spread of fake news, and emotionally charged content undermine trust in state insti-
tutions and electoral processes. The American scholars note that in many democratic countries, citi-
zens’ trust in traditional institutions, political parties, and the media is declining, creating a favorable
environment for disinformation to reach large audiences and shape alternative, often radical narratives
(Bennett and Livingston, 2018, pp. 128-130).

After the 2016 U.S. elections, this problem became particularly visible in various countries around
the world, as digital platforms were actively used for informational influence by both domestic and
foreign actors. Another risk to democracy is the logic of social media algorithms. According to Ameri-
can lawyer and social theorist C. Sunstein, algorithms sort content according to users’ preferences and
promote messages that evoke strong emotions, as this increases engagement. As a result, “information
bubbles” are created, where people mostly see content similar to their own views, while alternative
perspectives remain unnoticed. This limits a shared democratic discourse and intensifies societal pola-
rization (Sunstein, 2017, pp. 1-30).

In response to digital threats, Europe has strengthened the protection of democratic institutions and
implemented oversight of the online space, notably through the development of a legal framework and
regulatory mechanisms for digital platforms. This underscores the need for systemic intervention to
establish transparent rules for platform operations and to ensure a balance between freedom of expres-
sion and the protection of public interests. To counter these threats and reinforce democratic prin-
ciples, the EU has introduced a comprehensive set of legislative measures regulating the activities of
online platforms and setting standards for transparency and accountability.

The formation of the EU’s regulatory space to counter manipulative tools in the digital environ-
ment has occurred gradually in response to rapid transformations in the information sphere and new
challenges to democracy. Over the past decade, the EU has evolved from a passive observer into a
leading global norm-setter in the digital domain. One of the first steps was the establishment in 2015
of the East StratCom Task Force, a Special Group on Strategic Communications of the Eastern
Partnership, aimed at identifying and neutralizing harmful information narratives (European Union
Websites, 2021).

The EU recognized that the deliberate dissemination of false information and data manipulation
poses a serious threat to democracy and societal stability. Such influences were often carried out by
state or state-linked actors, notably the Russian Federation, which, following the onset of aggression
against Ukraine, actively utilized digital platforms to spread propaganda. In response, the EU began
developing comprehensive measures to regulate the information space and protect citizens from mani-
pulation, including legislative initiatives concerning personal data. A key milestone was the adoption
of the General Data Protection Regulation (GDPR) in 2016, which came into effect in 2018. The
GDPR establishes rules for the collection, processing, and storage of personal information, guarantee-
ing citizens the right to control the use of their data, restricting automated profiling without consent,
and imposing significant sanctions for violations. Penalties can reach up to €20 million or 4% of a
company’s global turnover, thereby ensuring real accountability for digital platforms and political ac-
tors in the improper use of personal information (European Union, 2016).

The next systemic legal initiative by the EU in response to digital threats was the EU Code of Prac-
tice on Disinformation (European Commission, 2018), which established voluntary standards for on-
line platforms regarding the fight against disinformation, algorithmic transparency, and reporting on
content moderation. This document laid the foundation for a systematic approach to regulating the dig-
ital environment and provided a basis for subsequent legislative measures. An earlier important step
was the adoption of the Directive on Electronic Commerce (Directive 2000/31/EC) (European Union,
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2000), which defined the liability of internet intermediaries for user-generated content and established
a “safe harbour” regime protecting platforms from direct legal responsibility. These legal frameworks
demonstrate that the EU has long been consistently shaping the regulation of the digital space, which
is particularly relevant today, as the rapid growth of political and commercial online activity calls for
stricter oversight. In 2024, the EU also adopted a regulation on the transparency and targeting of polit-
ical advertising, which standardized the rules for distributing political ads on digital platforms and
provided an additional mechanism for monitoring informational influence on voters (European Union,
2024c).

Given the key role of large online platforms in shaping the digital market and the information envi-
ronment, a logical continuation of previous initiatives was the adoption of comprehensive regulations
that establish an integrated normative framework. A central element of this framework is Regulation
(EU) 2022/2065 of the European Parliament and of the Council on a Single Market for Digital Servic-
es and amending Directive 2000/31/EC (Digital Services Act, DSA) (European Union, 2022b), along
with Regulation (EU) 2022/1925 of the European Parliament and of the Council on contestable and
fair markets in the digital sector (Digital Markets Act, DMA) (European Union, 2022a).

It is worth noting that the adoption of the new EU legal framework for digital governance was pre-
ceded by the recognition that traditional approaches to regulating electronic commerce and online in-
termediaries, established in the early 2000s, no longer correspond to the scale and influence of modern
digital platforms. In particular, the rapid growth of social networks and search engines, the concentra-
tion of market power in the hands of a few global corporations, the spread of disinformation, and in-
stances of interference in electoral processes have revealed structural flaws in the previous model of
self-regulation. In this context, recognizing the need to balance freedom of expression with the protec-
tion of democratic institutions, the EU undertook a comprehensive reform of its digital legislation, re-
sulting in the adoption of two interconnected regulations: the Digital Services Act (DSA) and the Digi-
tal Markets Act (DMA). Both merit detailed examination.

When comparing the two EU digital regulations, it is important to note that the DSA has a dis-
tinctly public-law orientation and aims primarily to create a safe, transparent, and accountable digital
environment. It was adopted in response to the growing volume of illegal content, the spread of disin-
formation, and the increasing algorithmic influence on public opinion. Under its provisions, fully ap-
plicable from 17 February 2024, intermediary services and online platforms must promptly remove
illegal content, ensure transparency of algorithmic systems, and protect users’ rights effectively (Euro-
pean Union, 2022b). It is also important to highlight that the DSA introduced a differentiated ap-
proach: the strictest requirements apply to very large online platforms (VLOPS), whose impact on so-
cietal processes is systemic. These platforms must regularly assess and mitigate systemic risks, includ-
ing those related to disinformation, manipulative practices, or potential interference in electoral
processes. In addition, the regulation requires platforms to provide reasoning for content moderation
decisions, ensure effective mechanisms for appeals, and guarantee transparency in online advertising,
including disclosure of the advertiser and targeting criteria. Thus, the Digital Services Act combines
tools for combating illegal content with appropriate safeguards for freedom of expression, a funda-
mental value of democratic society.

In turn, the DMA adopts a different, yet complementary, regulatory approach. Whereas the DSA
concentrates primarily on content moderation and the mitigation of systemic societal risks, the DMA
addresses structural imbalances in the digital economy and ensures fair competition across the online
market (European Union, 2022b). The regulation introduces the term “gatekeepers” to designate large
platforms that have significant influence over the internal market and can restrict or control other
companies’ access to users. Specific obligations and prohibitions are imposed on these companies to
prevent abuse of their dominant position, such as excessively promoting their own services or limiting
interoperability with other platforms. In this way, the Digital Markets Act establishes competitive
conditions for the functioning of the digital market, which, on a broader scale, promotes informational
pluralism and reduces the concentration of communicative power.

Thus, comparing these two regulations, it can be concluded that they serve different but comple-
mentary functions. The DSA provides normative mechanisms for controlling the information envi-
ronment and protecting users’ rights, while the DMA creates structural conditions for fair competition
and limits excessive market power. Together, these acts form an integrated regulatory model based on
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the principles of responsibility, proportionality, and respect for the fundamental rights enshrined in the
Charter of Fundamental Rights of the European Union (European Union, 2012). Moreover, unlike
previous self-regulatory approaches, the modern model provides clear oversight and sanction mechan-
isms, and the European Commission is empowered to monitor compliance with the requirements of
both regulations and to impose substantial fines in case of violations.

Thus, the adoption of the DSA and DMA represents a logical step in the evolution of European dig-
ital policy, as it reflects the EU’s ambition not only to adapt the legal framework to new technological
realities but also to establish robust legal safeguards for the functioning of an open, competitive, and
democratic digital space.

It is worth noting that these regulations are already being applied in practice, demonstrating their
effectiveness in regulating digital platforms and protecting users’ rights. A notable first example in the
context of the Digital Services Act was the imposition of a fine on platform X (formerly Twitter) in
December 2025. The European Commission applied the DSA and fined X €120 million for breaching
transparency requirements, specifically for the ‘manipulative design’ of the blue verification system
and for incomplete disclosure regarding advertising information and researchers’ access to data. This
decision represented the first major penalty under this regulation and clearly demonstrated that the EU
not only sets rules but is also capable of enforcing them against global platforms, regardless of their
jurisdiction (European Commission, 2025a). Another important example is the first major application
of the Digital Markets Act, when in April 2025 the European Commission imposed fines on Apple
(€500 million) and Meta (€200 million) for violating the rules of fair competition in the digital market
(Corlin, 2025). These cases demonstrate the real-world effectiveness of the regulations, establishing
legal accountability even for the largest tech companies that previously could evade EU rules. They
also drive platform behavior changes, not just through guidance but via concrete fines and require-
ments to align practices with European standards. Moreover, such cases strengthen the legal frame-
work for future decisions, expanding the precedent and showing that digital sector regulation can have
a tangible impact rather than being purely declarative.

In this context, it is appropriate to consider the European approach within a broader comparative
framework, in particular in comparison with the United States. Unlike the EU, where a comprehensive
and codified model for regulating digital platforms has been established, in the United States § 230 of
the Communications Decency Act provides that “no provider or user of an online service shall be
treated as the publisher or speaker of information provided by another user” (United States Congress,
1996), which effectively establishes broad immunity for platforms from liability for user-generated
content and shapes a model of minimal state intervention. By contrast, under EU law, in particular
Articles 6 and 34-35 of Regulation (EU) 2022/2065 on a Single Market for Digital Services, it is pro-
vided that online intermediaries do not bear automatic liability for user content, but are required to
take specific measures to mitigate risks, ensure transparency of their algorithms, and respond appro-
priately to illegal content (European Union, 2022b). This approach demonstrates that the American
model primarily protects platforms from legal liability, whereas the European model is aimed at ensur-
ing their accountability in order to safeguard democracy and fundamental rights. The risk-prevention
orientation constitutes a key advantage of the DSA and the DMA, as they not only respond to viola-
tions but also establish systemic requirements concerning risk assessment, algorithmic transparency,
researchers’ access to data, and non-discriminatory access to digital markets.

In recent years, European legislation has consistently developed effective mechanisms to counter
disinformation, combining stringent rules with flexible regulatory approaches. Particular attention
should be paid to the development of co-regulation and voluntary initiatives, notably the strengthened
2022 Code of Practice on Disinformation (European Commission, 2022). Although adherence to the
Code is voluntary, its provisions are integrated into the enforcement mechanism of Regulation (EU)
2022/2065 on a Single Market for Digital Services as an instrument for the practical implementation
of legal obligations. Pursuant to Articles 35-45, very large online platforms are required to assess sys-
temic risks, including those related to illegal content and disinformation, and to take measures to miti-
gate them. Strengthened codes of conduct illustrate how the EU combines binding rules with mechan-
isms of self-regulation and co-regulation, thereby creating a multi-level model of digital governance
(European Union, 2022b). Moreover, it is important to emphasize that the European approach is
grounded in the values enshrined in the Charter of Fundamental Rights of the European Union. The
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regulation of digital platforms is viewed not merely as an economic or technical matter, but as a means
of protecting human rights, including freedom of expression, the right to information, non-
discrimination, and the protection of personal data, thereby giving digital policy a clear constitutional
dimension (European Union, 2012). The European model of digital regulation also influences not only
the internal market but global standards as well: companies operating in the EU are compelled to adapt
their rules, thereby extending European approaches beyond the Union. The American scholar A. Brad-
ford has described this phenomenon as the “Brussels Effect” (Bradford, 2020). This approach simulta-
neously protects individual rights and ensures the stability of the digital environment, as the regula-
tions establish a unified legal framework for all member states, enhance predictability for platforms
and users, and reduce market fragmentation.

Furthermore, it should be emphasized that digital platform regulation in the EU is gradually acquir-
ing not only a normative but also a clearly institutional dimension, allowing for the emergence of a
comprehensive digital security model. This involves not merely setting obligations for platforms, but
establishing a system of continuous and structured oversight of their compliance. A central role in this
system is played by the European Commission, which is empowered under the DSA to directly super-
vise the activities of large online platforms and search engines. At the same time, national digital ser-
vices coordinators operate within member states, ensuring that centralized oversight is aligned with
national enforcement and promoting uniform implementation of the rules across the internal market. In
Poland, the national digital services coordinator is the President of the Office of Electronic Communi-
cations (UKE), responsible for implementing the DSA, including exchanging information with the
European Commission, participating in the European Digital Services Board, and cooperating with
coordinators from other member states to implement DSA requirements at the national level (UKE
Office..., 2024). In France, this role is performed by the regulator Autorité de régulation de la com-
munication audiovisuelle et numérique (ARCOM), which ensures the implementation of the DSA into
national law and coordinates practices with other governmental bodies (ARCOM, 2024). In Germany,
the functions of the national coordinator are assigned to the Federal Network Agency (Bundesnetza-
gentur), which has the authority to impose sanctions and supervise platforms operating on the German
market (Bundesnetzagentur, 2024). Similar appointments have also taken place in Austria, Italy,
Spain, Hungary, and Portugal, where national regulators serve as DSCs or are preparing to assume this
role in accordance with the requirements.

The establishment of national Digital Services Coordinators (DSCs) in EU member states not only
strengthens the institutional framework for regulation but also ensures clear and consistent enforce-
ment of the DSA at the national level. Researcher M. Yurukova emphasizes that this role is not merely
formal, but has significant implications for the effective application of the Act. In particular, the se-
guence and effectiveness of applying the new regulation in practice largely depend on how a state se-
lects the competent authority and endows it with powers (Yurukova, 2023, p. 176). Indeed, national
coordinators oversee compliance with the rules by digital platforms: they handle complaints, monitor
transparency and the limitation of illegal content, protect users’ rights, and cooperate with the Com-
mission and other Digital Services Coordinators (DSCs) through the European Digital Services Board,
thereby ensuring the consistent application of legislation across the EU (European Commission, 2024).
The system combines centralized oversight at the EU level with national competence, takes into ac-
count local specificities, enhances understanding of the market and risks in individual countries, and
ensures consistent enforcement of the rules (Yurukova, 2023, p. 176). Therefore, national coordinators
not only supervise compliance but also implement stable procedures that make the application of the
DSA predictable, transparent, and effective for platforms, users, and society. This strengthens public
trust in EU digital policy and demonstrates the law’s tangible impact in practice.

It is also worth noting that the crisis response mechanism established under the DSA is a key tool
allowing the EU and major digital platforms to coordinate effectively in emergencies, such as hybrid
threats, widespread disinformation, or other uses of digital services that could undermine security and
democratic processes. A crucial component of this approach is two key provisions of the DSA: Article
36 (European Union, 2022b), which establishes a mandatory crisis response mechanism, and Article
48 (European Union, 2022b), which provides for voluntary crisis protocols, creating an additional
model of coordination between states, regulatory authorities, and digital platforms. In this way, the
DSA establishes a clear legal framework for protecting democracy and national security in the digital
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environment, combining mandatory obligations for platforms in crisis situations with mechanisms of
voluntary coordination that enhance the effectiveness of prevention and response to informational
threats.

Particular attention must be paid to the protection of minors and vulnerable groups, as they are
most exposed to harmful content, manipulation, and other online risks. A key aspect of the European
approach is the combination of legal, technical, and social mechanisms to minimize these risks. Under
the Digital Services Act (DSA), platforms are required to assess risks to children and vulnerable users,
restrict access to harmful content, apply age restrictions, ensure transparency of recommendation algo-
rithms, and cooperate with experts or organizations that prioritize reporting harmful material and assist
platforms in responding promptly.

The European Commission also provides guidance prepared with input from youth focus groups
and academic research, including recommendations on content moderation, support tools, and report-
ing mechanisms for harmful material. In this context, a research team led by Morales-Navarro
(Morales-Navarro et al., 2025) demonstrated that adolescents are capable of auditing generative
Al systems, independently formulating evaluation criteria, and detecting potential biases in model out-
puts. This highlights the practical value of involving young people in assessing digital services and
developing algorithmic literacy. From a broader regulatory perspective, such participation can be
viewed as one element of a comprehensive approach to enhancing the safety and accountability of the
digital environment. This experience underscores the need for systemic preventive regulation, where
the primary focus is not only on responding to violations that have already occurred but on preventing
potential threats to democracy and user security. At this level, the concept of a preventive culture of
responsibility emerges, establishing platform obligations regarding the assessment of systemic risks,
algorithmic transparency, user safety, and the protection of the information environment from the out-
set of digital content flows.

The preventive culture of responsibility in digital regulation is closely linked to the idea of EU digi-
tal sovereignty, which entails the Union’s ability to set its own standards and rules for large technolo-
gy platforms independently of global corporations. This encompasses not only the development and
application of the DSA and DMA regulations but also the creation of an institutional framework for
continuous oversight, coordination, and supervision at both national and European levels. As Ursula
von der Leyen stated, “the EU sets its own standards, its own rules” (European Parliament, 2025),
encompassing not only regulatory norms but also comprehensive security measures to protect the digi-
tal space from manipulation, disinformation, and hybrid threats. Digital sovereignty gives the EU the
ability to influence global standards, as companies seeking to operate in the Union’s internal market
are compelled to adapt their policies to European norms, thereby spreading the values of transparency,
competition, and user rights protection beyond the EU. In this sense, the EU’s approach is unique,
combining legal, technical, and security instruments to ensure platform accountability, safeguard dem-
ocratic processes, and strengthen the sovereignty of the digital environment.

Despite the effectiveness of the DSA and DMA in creating a transparent and accountable digital
environment, the European regulatory model faces a number of challenges. These include the technic-
al complexity of monitoring algorithmic systems, balancing the fight against disinformation with the
risk of excessive content moderation, as well as potential political disputes over the limits of state in-
tervention in the digital sphere. Moreover, digital platforms continue to serve as a channel for disse-
minating political narratives, including those that may reinforce radical or populist tendencies. In some
EU countries, this is reflected in the growing support for right-wing and far-right parties, which en-
gage voters through digital channels by spreading nationalist or conservative messages. As the official
results of the European Parliament elections held on 9 June 2024 showed, the Rassemblement Nation-
al party received approximately 31.37% of the votes in France, significantly ahead of President
Emmanuel Macron’s Renaissance party, indicating the growing influence of right-wing political forces
in the EU’s digital political environment Parlement européen, 2024). Even with strict European regu-
lations in place, the digital environment continues to shape political processes and pose new
challenges to democratic stability. Amid these mounting risks, and in the wake of Russia’s full-scale
invasion of Ukraine and growing uncertainty over the future direction of U.S. foreign policy, EU
member states have shown an unprecedented level of coordination across security, economic, and
digital governance domains. In this context, regulating digital platforms in the EU assumes not only
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legal but also strategic importance, as the information space has become both a site of hybrid confron-
tation and a tool of external influence. Enhanced implementation of the DSA and DMA, closer over-
sight of major platforms, and stronger coordination among member states underscore the European
Union’s efforts to reinforce digital sovereignty and safeguard the resilience of democratic institutions.
As such, EU digital policy is increasingly integrated into the Union’s broader security and values-
driven strategy, where platform regulation functions as a key instrument for protecting democracy
amid ongoing geopolitical turbulence.

Conclusions. The European Union demonstrates a consistent and comprehensive response to the
challenges of the digital age by combining a preventive approach to the accountability of online plat-
forms with well developed mechanisms of institutional oversight. The set of regulatory instruments,
ranging from the Code of Practice on Disinformation and the E Commerce Directive to the Digital
Services Act and the Digital Markets Act, has established a legal framework focused on transparency,
accountability, and the security of the digital space, while preserving the competitiveness of the inter-
nal market and safeguarding information pluralism. The practical enforcement of these norms, includ-
ing sanctions imposed on major technology companies, confirms their tangible effectiveness, while the
activities of national Digital Services Coordinators ensure coherent implementation across the Mem-
ber States.

At the same time, the European model faces several structural challenges, including the complexity
of overseeing algorithmic systems, the need to maintain an appropriate balance between countering
disinformation and protecting freedom of expression, and the growing politicization of the digital
sphere. The use of platforms for electoral mobilization, as demonstrated by the results of the 2024
European Parliament elections, highlights the continuing influence of the digital environment on polit-
ical dynamics. In the context of the full scale war in Ukraine and increasing geopolitical instability,
EU Member States have intensified their coordination and increasingly view digital regulation as an
integral component of a broader security strategy aimed at strengthening democratic resilience.

Overall, the European approach integrates legal, technological, and institutional mechanisms, pro-
motes digital sovereignty, and contributes to the development of global standards in digital policy.
It shows that systematic platform regulation can effectively strengthen democracy, protect users’
rights, and enhance the security of the digital environment.
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