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Online Battlefield: the Legal Landscape of Ukraine’s Internet Censorship
Before and After the 2022 Russian Invasion

The article investigates the regulatory framework for exercising Internet censorship in Ukraine in
the context of the Russian-Ukrainian hybrid war. The regulation of Ukraine’s Internet censorship is
considered in two areas — the freedom of opinion limitations and the freedom of information limita-
tions. Special attention is paid to identifying the peculiarities of Internet censorship regulation in
Ukraine before and after the 2022 full-scale Russian invasion. In this scientific investigation, compara-
tive analytical and law-in-context methods are employed.

The article reveals that before the 2022 full-scale Russian invasion, Ukrainian authorities were re-
interpreting existing legislative provisions enshrined in the Criminal Code and the Law “On Sanc-
tions” in order to limit the spread of pro-Russian opinions and information in the Ukrainian segment of
the Internet. Following the Russian intervention in 2022, Ukraine amended its Criminal Code, adopted
the new Law “On Media”, and declared martial law, allowing for more effective Internet censorship
policies on the Russian front.

Keywords: Ukraine, Internet censorship, restriction of freedom of opinion, restriction of freedom of
information, information confrontation, Russia-Ukraine hybrid war.

IIporucrosinnus B IHTepHeTi: HOPMATHBHO-NIPABOBE peryJlOBaHHs [HTepHeT-LeH3ypH
B YKpaiHi 10 Ta micas pociiicbkoi inTepBenuii 2022 poky

VY cTarTi J0CTiHKYIOThCSI HOPMaTHBHO-TIPABOBI PAMKH PEryIIOBaHHs [HTepHET-IeH3ypH B YKpaiHi,
crpsiMoBaHi Ha mportuairo Pociticekit denepanii B iHbopMariiiHiil chepl ommaiH-pocTopy. Meta
CTaTTi — BU3HAYUTH IOPHIUYHE MIATPYHTS, Ha OCHOBI SIKOT'O BiJIOYBAE€THCS IMIUIEMEHTAIliSl OHJIAMH-
HeH3ypu B YKpaiHi B yMOBaX poCiiicbKO-YKpaiHChKOI riOpumHOi BiiHU. [t MOCSTHEHHS BKa3aHOi Me-
TH BHpILICHO JBa 3aBJAHHA: OXapaKTEPU30BAHO 3aKOHOJABUE PEryJIIOBaHHS I[HTepHET-LEH3ypH B
VYkpaini 3 2014 1o 2022 poky, a TakoX BHOKPEMJICHO 3MIHH y MPABOBOMY TOJI Y KpaiHH LI0A0 peai-
3alii OHJIaWH-IIEH3yPH, CHIPUYHMHEH] TIOBHOMACIITA0OHUM BTOprHeHHsM P® y 2022 poi. PerymoBanus
OHJIAMH-LIEH3ypH B YKpaiHi pO3MIISHYTO y JABOX IUIOIIWHAX — O0OMEXEHHsS CBOOOAM MOTIIALIB Ta 0OMe-
JKeHHs1 cBoOOoaM iH(opMmarii, 3anpoBa/HKEeHi y KOHTEKCTI pearyBaHHS Ha POCiiicbKy arpecito. Y xofi
HAYKOBOT'O JIOCTI/IKCHHS 32CTOCOBAHO METO/] MOPiBHSUILHOTO aHaIi3y Ta METOJ MpaBa B KOHTEKCT.

3’sicoBaHo, mo y nepion 3 2014 no nmouatky 2022 poky ykpaiHCbKa Biaja peasizoByBaJla IONITUKY
OHJIAMH-TIEH3ypH B YMOBax iH(popMariiiiHoro mpotrudopcTBa 3 PO numsxoM peinTeprpeTarii HassBHUX
Ha TOW Yac HOPMAaTHBHO-IIPABOBUX IHCTPYMEHTIB Ta MexaHi3MmiB. Tak, oOMeXeHHs Ha MOMIMPEHHS
MPOPOCIHCHKUX BUCIIOBIIOBAHb Ta iHPOpMAIIii B yKpaiHCbKOMY CerMeHTi [HTepHeTy 3ampoBaKyBain-
sl Ha MiJICTaBi HasiBHUX NojoxeHb KpuminaneHoro Konekcy Ykpainu ta 3akony Ykpainu «llpo can-
kimii». Takok BH3HAuYEHO, IO CYTTEBI TpaHchoOpMallii B YKpaiHCBKOMY MPaBOBOMY TOJi BimOymucs
miciist moBHOMacmTabHoi iHTepBeHuii P y 2022 poni. HaciinkoMm pociiicbkoro BTOPTHEHHS CTalH
HACTYIHI KPOKH YKpaiHCHKHX MOCAJOBILIB: BHECEHHS 3MiH 10 KpHMiHAIBHOTO KOAEKCY, SIKUMH 3a00-
POHSIETHCS BUIPABIOBYBAaTH YM 3alepedyBaTH BiCHKOBY iHTepBeHLil0 PD B YkpaiHy; npuiHATTS
3akony «Ilpo meniay, skuii iependadae OOMENKEHHST Ha TOMMPEHHS POCIMCHKOT Mponaran/iy; orojo-
HICHHS MPaBOBOTO PEXHMY BOEHHOTO CTaHy, BHACIHIJIOK YOTO OpPTaHW BIAJW OTpUMaK (HopMallbHi
MiJICTaBH JUIS OUTBIIOT JUCKPEIii P 3arpoBaPkeHHI 00MeXeHb 11010 BUCIOBIIOBAHb Ta iH(GopMarlii
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B [HTepHeri. Lli KpoKM CTBOpMIIM JOAATKOBI MOXKIUBOCTI A7 Oinbil epeKTUBHOI imMmieMeHTauii [HTe-
pHET-IIeH3ypH B YKpaiHi B yMOBaxX pOCiCHKOT arpecii.

Knrouoei cnosa: Yxpaina, [atepHeT-1ieH3ypa, 0OMeKeHHS CBOOOM TMOTIAIB, 0OMEXEHHS CBOOO-
1u indopmanii, iHpopmariiitne mpoTUOOPCTBO, POCiiicbKO-yKpaiHChKa riOpuaHa BiiHa.

Formulation of the scientific problem and its significance. Nowadays the Internet has turned in-
to a common domain of confrontation between states, alongside conventional domains such as land,
sea, air, and space. And the Russian-Ukrainian hybrid war found reflection not only in the convention-
al areas of interstate struggles but also in the online space. Ukraine and Russia are actively engaging in
information confrontation on the Internet. Both states are using the Internet to disseminate their own
messages and to limit access to narratives spread by their opponent (the latter practices are referred to
as “Internet censorship”). The given article examines one of the aspects of this topic — that is, the regu-
latory framework for Internet censorship in Ukraine in the context of countering Russian aggression.

It should be noted that the Russian dimension of Internet censorship in Ukraine is carried out on
two fronts: the first one deals with prosecuting individuals for the dissemination of certain (pro-
)Russian statements (i.e., restriction of freedom of opinion); the second front is predicated on restrict-
ing access to (pro-)Russian online resources (i.e., restriction of freedom of information). Special legal
instruments have been developed for implementing both types of Internet censorship. At the same
time, it should be underlined that these legal instruments for exercising Internet censorship in Ukraine
have undergone substantial transformations since the beginning of the Russian aggression in 2014.
The catalyst for these transformations was the 2022 full-scale Russian invasion of Ukraine. Therefore,
the question of the peculiarities of the legal framework for Ukraine’s Internet censorship in the context
of the Russian invasion is particularly relevant and worthy of in-depth exploration.

Analysis of recent research on this problem. Some research on the topic of Ukraine’s regulatory
instruments and mechanisms for exercising Internet censorship amid Russian aggression has already
been conducted. Liudmyla Opryshko, Vita Volodovska, and Maksym Dvorovyi analyzed a number of
Ukrainian courts’ rulings related to the dissemination of illegal statements on the Internet?. Maksym
Dvorovyi further investigated the application of sanctions for website blocking in Ukraine®. Digital
Security Lab made publications about the developments in the field of online censorship in Ukraine
after the 2022 Russian intervention®. Igor Rozkladai elaborated on the peculiarities of Ukraine’s new
media law that was adopted in December 2022°.

Formulation of the purpose, objectives, and methods of the article. The purpose of this article
is to elaborate on the regulatory framework that has been used by Ukrainian authorities to implement
Internet censorship in the context of the Russian-Ukrainian hybrid war. To this end, the article at-
tempts to achieve two objectives. Firstly, to determine legal instruments for limiting freedom of opin-
ion and information on the Internet that were employed by Ukrainian state bodies from the moment of
Russian aggression against Ukraine in 2014 until the beginning of Russia’s full-scale invasion in 2022.
Secondly, to investigate the changes in the legal landscape of Ukraine’s Internet censorship aimed at
countering the 2022 full-scale Russian invasion. To attain the defined objectives, comparative analyti-
cal and law-in-context methods are used. The comparative analytical method is employed to identify
the peculiarities of Internet censorship in Ukraine before and after the 2022 Russian invasion. The
law-in-context method adds a political dimension to the analysis by investigating the formation of
Ukraine's Internet censorship policies through the lens of Russian aggression.
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Presentation of the main material. In the pages to follow, we will examine in greater detail how
the regulatory framework for Ukraine’s Internet censorship was changing in the context of Russian
aggression over the course of 2014-2022. The article starts with presenting the regulation of the free-
dom of opinion limitations, which is followed by an analysis of the freedom of information limitations
in Ukraine.

If we look at the limitations of freedom of opinion in the Ukrainian segment of the Internet, it
should be noted that from 2014 until 2022 there were no special legal instruments in Ukraine that
would specifically regulate the statements made by Internet users in the context of Russian aggression.

However, practice shows that restrictions on online freedom of opinion in Ukraine were imposed as
follows: firstly, Ukrainian law enforcement agencies would initiate proceedings against individuals
who shared allegedly illegal online content. It should be emphasized that proceedings related to the
Russian-Ukrainian hybrid war were usually initiated based on the existing provisions of the Criminal
Code of Ukraine. Afterward, Ukrainian courts would consider the relevant criminal proceedings and
make rulings on the legality of the statements/content disseminated by individuals on online plat-
forms®,

Experts from the NGO “Human Rights Platform” thoroughly analyzed the judgments of Ukrainian
courts in the proceedings against individuals who were disseminating allegedly illegal online content.
Having examined over a hundred court judgments made by Ukrainian first-instance courts between
2014 and 2018, experts identified the provisions of the Criminal Code of Ukraine that were used to
hold individuals criminally liable for disseminating unlawful information on the Internet. More specif-
ically, the following provisions of the Criminal Code of Ukraine were referred to in the judgments
over the period in question:

- 69 judgments cited Article 110 of the Criminal Code of Ukraine (Trespass against territorial
integrity and inviolability of Ukraine);

- 54 judgments cited Article 109 of the Criminal Code of Ukraine (Actions aimed at forceful
change or overthrow of the constitutional order or take-over of government);

- 4 judgments cited Article 161 of the Criminal Code of Ukraine (Violation of citizens’ equali-
ty);

- 3 judgments cited Article 258-2 of the Criminal Code of Ukraine (Public incitement to terror-
ism);

- 3 judgments cited Article 295 of the Criminal Code of Ukraine (Calls to actions that pose a
threat to the public order);

- 2 judgments cited Article 114-1 of the Criminal Code of Ukraine (Obstruction of the activities
of the Armed Forces of Ukraine);

- 1judgment cited Article 111 of the Criminal Code of Ukraine (High treason);

- 1 judgment cited Article 436 of the Criminal Code of Ukraine (Propaganda of war)’.

The subject matter of many online statements for which individuals were held criminally liable was
related to expressions of support for the activities of the so-called “LNR” and “DPR” occupation ad-
ministrations, as well as the inclusion of the southeastern Ukrainian territories into the Russian Federa-
tion®,

After the full-scale Russian invasion on February 24, 2022, the Criminal Code of Ukraine was
amended with the aim of providing more legal means to effectively counter the destructive influence
of the aggressor state. To this end, the adoption of Law No. 2110-IX “On Amendments to Certain
Legislative Acts of Ukraine on Strengthening Criminal Liability for the Production and Dissemination
of Prohibited Information” introduced criminal liability for insulting the honor and dignity of service-
men (Article 435-1) and for justifying the armed aggression of the Russian Federation against Ukraine
(Article 436-2)°.

® Mopos, B. 2018. Auanimuka: sx nopyuiyeanu yugposi npasa y 2018 poyi é Yxpaini. Iurepuer ceobona. URL:
https://netfreedom.org.ua/article/analitika-yak-porushuvali-cifrovi-prava-u-2018-roci-v-ukrayini (mata meperss-
ny: 04.01.2023).
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In particular, Article 435-1 established criminal liability for insulting the honor and dignity, making
threats of murder, violence, destructing or damaging the property of Ukrainian servicemen who defend
the country in the face of armed aggression of the Russian Federation, as well as the families of ser-
vicemen. The production and distribution of materials containing such insults or threats were also pro-
hibited™°.

Acrticle 436-2 of the Criminal Code criminalized the justification, recognition as legitimate, or de-
nial of the armed aggression of the Russian Federation against Ukraine, and the glorification of its par-
ticipants. The examples of prohibited statements include the following:

- presenting the armed aggression of the Russian Federation against Ukraine as an internal civil
conflict;

- justifying, recognizing as legitimate, and denying the temporary occupation of some Ukrainian
territories;

- glorifying persons who carried out the armed aggression of the Russian Federation against
Ukraine, which started in 2014.

The dissemination of the aforementioned statements via media is punishable by imprisonment for
up to 5 yearst. In this context, it should be emphasized that Ukrainian courts have repeatedly de-
scribed social networks and the Internet as mass media in the meaning of paragraphs 47 and 55 of part
1 of Article 1 of the Law of Ukraine “On Telecommunications” and Article 22 of the Law of Ukraine
“On Information™?, That is to say, if the statements justifying, recognizing as legitimate, or denying
the armed aggression of the Russian Federation against Ukraine are made through the Internet, they
could also fall under the scope of Article 436-2 of the Criminal Code.

The Criminal Code of Ukraine was further amended through the adoption of Law No. 2108-IX “On
Amendments to Certain Legislative Acts Regarding the Establishment of Criminal Liability for Col-
laborative Activities”. This law introduced Article 111-1, paragraph 1 of which prohibited Ukrainian
citizens from publicly denying the armed aggression against Ukraine, from publicly calling for coop-
eration with or support of decisions/actions of the aggressor state or its proxies, or denying the exten-
sion of Ukraine’s state sovereignty to the temporarily occupied territories. It should be noted that mak-
ing public statements stipulated above with the help of the Internet falls within the bounds of Article
111-1. Furthermore, individuals can be held criminally liable for engaging in informational activities
in cooperation with the aggressor state. Informational activity is defined as the creation, collection,
obtaining, storage, employment, and dissemination of relevant information®3,

Based on the above, it should be stressed that the full-scale Russian aggression of 2022 prompted
significant transformations of the Criminal Code of Ukraine aimed at more effective countering of
Russia in the information domain.

Now let us consider the regulatory tools at the disposal of Ukrainian authorities that were used for
limiting access to (pro-)Russian online resources. One of the major legal instruments for restricting
access to (pro-)Russian online resources in Ukraine is the Law of Ukraine “On Sanctions”. Ukrainian
parliament (Verkhovna Rada of Ukraine) adopted the Law of Ukraine “On Sanctions” on August 14,
2014. The official purpose of introducing the Law “On Sanctions” was to create mechanisms for an
immediate and effective response to existing and potential threats to the national interests and national
security of Ukraine, which includes repelling hostile actions and armed attacks carried out by other
states'®. Given the context of the adoption of the law, one can state with a fair degree of certainty that
the Law “On Sanctions” was designed to establish additional normative mechanisms for introducing
restrictive measures to counter Russian aggression.

According to the Law “On Sanctions”, the imposition of sanctions must be approved by decrees of
the President of Ukraine, which put into effect relevant decisions of the National Security and Defense
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Council of Ukraine. In some cases, the approval of sanctions by the Ukrainian parliament is also nec-
essary®.

The Law of Ukraine “On Sanctions” defines 24 types of sanctions that can be introduced by state
bodies. The list of available restrictive measures does not include the option of blocking online re-
sources. However, in addition to the 24 clearly defined types of sanctions, the law also provides for the
possibility of introducing “other sanctions™®, It is through the introduction of “other sanctions™ that
the Ukrainian authorities have repeatedly restricted access to (pro-)Russian online resources in the
Ukrainian segment of the Internet'’,

It should be noted that using the Law of Ukraine “On Sanctions” to block (pro-)Russian websites is
controversial. In particular, many concerns have been raised regarding the vaguely formulated provi-
sions of the law that are used to restrict access to websites, as well as the proportionality of the im-
posed restrictions!®, Yet despite these concerns, Ukrainian authorities have been actively using the
Law “On Sanctions” for restricting (pro-)Russian online resources since 2017. During 2017-2021, a
number of sanctions decrees were issued by the Presidents of Ukraine P. Poroshenko and V. Zelensky.
More than 600 (pro-)Russian Internet resources were blocked by these decrees!®. Among the most
well-known Russian online resources that fell victim to Ukraine’s online censorship campaign were
“Yandex”, “Mail.ru”, “VKontakte”, “Odnoklassniki”’, “Doctor Web”, “Russia Today”, “Zvezda”,
“TNT”, “RTR-Planeta”, “Ren TV”, and others®.

It is essential to point out that the practice of using the Law of Ukraine “On Sanctions” to block
(pro-)Russian websites continued after the 2022 full-scale Russian invasion. On October 19, 2022,
President of Ukraine V. Zelensky issued decree No. 726/2022. This decree put into effect the relevant
decision of the National Security and Defense Council of Ukraine and imposed sanctions on a number
of (pro-)Russian websites for the first time since the beginning of the full-scale Russian invasion. It
ordered to block or extend the blocking of websites of the so-called “LNR” and “DPR” occupation
administrations (e.g. sovminlnr.ru, mvdlinr.ru) and their news resources (e.g. republic-tv.ru, no-
vorossia.vision), as well as numerous Russian news websites (e.g. vgtrk.com, rtr-planeta.com, vesti.ru,
sputniknews.com, etc.)?,

An important change in the context of regulating the dissemination of information on the Internet
came about with the adoption of the Law of Ukraine “On Media” on December 13, 2022 (it will enter
into force on March 31, 2023)?2. The development and adoption of the new media legislation were
prompted by three main factors. Firstly, the full-scale intervention of the Russian Federation in
Ukraine demonstrated that the Ukrainian legal landscape was lacking the means to effectively coun-
teract the destructive information influences of the aggressor state disseminated through online media.
Secondly, prior to the adoption of the Law “On Media”, Ukraine did not have adequate legal instru-
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uploads/2022/01/Studium-Europy-Srodkowej-i-Wschodniej-NR16-GRUDZIEN-2021_wersja_2.pdf [accessed:
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ments to regulate online media. Thirdly, the adoption of the Law “On Media” was one of the require-
ments for Ukraine’s accession to the European Union?,

Acrticle 36 of the media law contains a list of general restrictions regarding the information that is
prohibited from dissemination in online media. Such information includes justifying, promoting, and
making calls for violent upheaval, toppling the Ukrainian constitutional order, unleashing or conduct-
ing aggressive war or military conflict, violating the territorial integrity of Ukraine, and liquidating
Ukraine’s independence. The law also forbids the spread of information containing the propaganda of
the Russian totalitarian regime, armed aggression of the Russian Federation against Ukraine, as well as
symbols of the military invasion of the Russian totalitarian regime?.

Section IX of the media law deserves special attention as it deals with the peculiarities of media
regulation in the period of armed aggression. Article 119 outlines the types of content that can be re-
stricted during armed aggression. These include, inter alia, the following:

- information that portrays armed aggression against Ukraine as an internal conflict, civil con-
flict, or civil war, if this results in inciting hostility or hatred, calls for violent upheaval, toppling the
Ukrainian constitutional order, or violation of territorial integrity;

- false materials about armed aggression and actions of the aggressor state (occupant state), its
officials, persons and organizations that are controlled by the aggressor state (occupant state), if this
results in inciting hostility or hatred or calls for violent upheaval, toppling the Ukrainian constitutional
order, or violation of territorial integrity®.

The dissemination of information prohibited by the above-mentioned Article 36 and Article 119 in
online media is considered a gross violation. It triggers the application of penalties such as a fine, dou-
ble fine, or blocking of online media based on the court judgment?®.

The supervision and control over compliance with the media legislation are carried out by the Na-
tional Council of Television and Radio Broadcasting of Ukraine. This body consists of eight persons,
half of whom are appointed by the Ukrainian parliament, and the other half — by the President of
Ukraine?’.

Last but not least, the introduction of martial law in Ukraine was another factor that changed the
nature of Ukraine’s Internet censorship after the 2022 full-scale Russian invasion. Martial law was
declared on February 24, 2022, following the adoption of the relevant decree by the President of
Ukraine, which was approved by the Verkhovna Rada of Ukraine?. Martial law was initially intro-
duced for 30 days, but it was regularly extended later on. As of the time of writing this article, the lat-
est extension of martial law in Ukraine took place on February 19, 2023, and its duration was extended
for another 90 days®. The introduction of martial law led to two main changes in Ukraine’s policies
on Internet censorship.

Firstly, the official introduction of martial law in the country provided formal grounds for state au-
thorities to use greater discretion when imposing restrictions in the context of military aggression, in-
cluding restrictions on freedom of opinion and freedom of information. At the end of February 2022,
the Permanent Representation of Ukraine to the Council of Europe sent a Note verbale to the Secretary
General of the Council of Europe substantiating a need to derogate from some of its obligations to im-
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plement the European Convention on Human Rights (ECHR) in connection with the introduction of
martial law. Ukraine’s derogation from its obligations under the Convention applies to, inter alia, Ar-
ticle 10 of the ECHR, which guarantees freedom of opinion and information®.

Similarly, in early March 2022, the Permanent Mission of Ukraine to the United Nations notified
the UN about the introduction of martial law in the country, which justified a deviation from part of
Ukraine’s obligations under the International Covenant on Civil and Political Rights (ICCPR). In this
notification, Ukraine delineated a number of measures that it should take to counter Russian aggres-
sion, as well as the degree of deviation from its obligations under the ICCPR resulting from these
measures. In particular, Ukraine specified that the measures to repel Russian invasion necessitate the
derogation from Avrticle 19 of the Covenant, which protects freedom of opinion and information®.
These steps taken by Ukraine in the domestic and international arena enabled state authorities to im-
pose broader restrictions on freedom of opinion and information.

Secondly, the introduction of martial law enabled Ukraine to use another mechanism for website
blocking — restricting access to online resources through the National Centre for Operations and Tech-
nology Management of Telecommunications Networks (NTNOC) acting under the State Service of
Special Communication and Information Protection of Ukraine. This works as follows: paragraph 11
of part 1 of Article 8 of the Law of Ukraine “On the Legal Regime of Martial Law” allows state bodies
to regulate the activities of providers of electronic communication networks and/or services in the
manner determined by the Cabinet of Ministers of Ukraine®?. Resolution of the Cabinet of Ministers of
Ukraine No. 812 “On Certain Issues of Operational and Technical Management of Telecommunica-
tions Networks in Emergency Situations, State of Emergency and Martial Law” regulates the activities
of the NTNOC during the period of martial law. Paragraph 27 of the Resolution authorizes the
NTNOC to issue orders regarding the operational and technical management of telecommunications
networks, which are mandatory for network management centers®. Taking into account that the scope
of orders that can be issued by the NTNOC is not particularized in Ukrainian legislation, and consider-
ing that martial law provides state authorities with wider discretion in imposing restrictions, the
NTNOC can arguably demand that providers of electronic communication networks and/or services
restrict access to certain types of online resources®.

Since the introduction of martial law, the NTNOC has pursued an active policy of restricting access
to (pro-)Russian online resources. In late February 2022, the NTNOC issued an order to block numer-
ous autonomous systems (AS)*. According to the estimates of the Digital Security Lab, this order
obliged providers to block over 48 million IP addresses in the Russian segment of the Internet®. The
NTNOC also called on providers to block major Internet resources that enable the retransmission of
banned channels associated with the aggressor state®’. In March 2022, a demand was made by the

30 Note verbale Ne 31011/32-017-3. 2022. Available from: https://rm.coe.int/1680a5b0b0 [accessed: 05.03.2023].
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NTNOC to block another 96 addresses®. In April 2022, the NTNOC issued an order to block websites
that distribute Russian propaganda. 43 websites were affected by the blocking®. These are just a few
examples of the NTNOC’s activities when it comes to blocking (pro-)Russian websites amid the Rus-
sian invasion.

Conclusions. The formation of Ukraine's Internet censorship policies was heavily influenced by
political and legal challenges induced by Russian aggression. It became clear that Ukraine was lacking
sufficient legal instruments to adequately carry out Internet censorship for the purposes of protecting
its national and information security during wartime. In the period from 2014 until the beginning of
2022, Ukraine did not have policies that would comprehensively regulate the procedure for blocking
access to online resources or limiting certain types of online expressions in the Ukrainian segment of
the Internet amid Russian aggression. Nevertheless, Ukrainian authorities developed a peculiar mech-
anism for introducing restrictions on access to certain Russian and pro-Russian online statements and
resources by virtue of reinterpreting already available legal instruments. More specifically, existing
provisions of the Criminal Code of Ukraine were used to regulate the activity of Internet users and
restrict the spread of pro-Russian online statements. At the same time, the mechanism for applying
sanctions under the Law of Ukraine “On Sanctions” was employed to block (pro-)Russian websites.
The latter sparked some controversies due to the fact that the sanctions mechanism for website block-
ing was vaguely formulated and often disproportionate. Despite being controversial, this sanctions
mechanism remained unaltered and was used by Ukrainian authorities to restrict access to (pro-
)Russian online resources both before and after the 2022 Russian invasion.

That said, the full-scale Russian invasion triggered a series of changes in the Ukrainian legislative
field aimed at more effective countering of pro-Russian statements and information on the Internet.
A number of amendments to the Criminal Code of Ukraine were adopted, which introduced penalties
for justification, recognition as lawful, or denial of the Russian Federation’s armed aggression against
Ukraine. In addition, Verkhovna Rada of Ukraine adopted the Law “On Media” that unequivocally
prohibited the dissemination of information containing the propaganda of the Russian totalitarian re-
gime or the armed aggression of the Russian Federation against Ukraine. Furthermore, the discretion
of the state bodies to impose restrictions on freedom of opinion and information in order to counter
Russia in the information sphere was substantially expanded due to the introduction of martial law.

Hence, it can be concluded that the 2022 full-scale Russian invasion of Ukraine induced significant
transformations in the legal landscape of Ukraine’s Internet censorship. Ukraine’s regulatory frame-
work for imposing limitations on pro-Russian online statements and information became better suited
for repelling Russia within the information confrontation in the Internet domain. Yet more attention
needs to be paid to the process of blocking (pro-)Russian online resources via the Law of Ukraine “On
Sanctions”, so as to ensure that the website blocking mechanism is clearly defined and proportionately
applied.
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